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IT IS SO ORDERED. 
 
 
 
 
Dated: _________________________   ________________________________
                   United States District Judge  
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© 2003 by NETGEAR, Inc. All rights reserved.

Trademarks

NETGEAR is a trademark of Netgear, Inc. 

Microsoft, Windows, and Windows NT are registered trademarks of Microsoft Corporation.

Other brand and product names are registered trademarks or trademarks of their respective holders.

Statement of Conditions

In the interest of improving internal design, operational function, and/or reliability, NETGEAR reserves the right to 
make changes to the products described in this document without notice.

NETGEAR does not assume any liability that may occur due to the use or application of the product(s) or circuit 
layout(s) described herein.

Federal Communications Commission (FCC) Compliance Notice: Radio Frequency Notice

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to ��
part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a 
residential installation. This equipment generates, uses, and can radiate radio frequency energy and, if not installed and 
used in accordance with the instructions, may cause harmful interference to radio communications. However, there is no 
guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference to 
radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try 
to correct the interference by one or more of the following measures:

¥ Reorient or relocate the receiving antenna.

¥ Increase the separation between the equipment and receiver.

¥ Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

¥ Consult the dealer or an experienced radio/TV technician for help. 

FCC Caution

1. FCC RF Radiation Exposure Statement: The equipment complies with FCC RF radiation exposure limits set forth 
for an uncontrolled environment. This equipment should be installed and operated with a minimum distance of 20 
centimeters between the radiator and your body. 

2. This Transmitter must not be co-located or operating in conjunction with any other antenna or transmitter. 

3. Changes or modifications to this unit not expressly approved by the party responsible for compliance could void the 
user authority to operate the equipment.
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Europe - EU Declaration of Conformity

Marking by the above symbol indicates compliance with the Essential Requirements of the R&TTE Directive of the 
European Union (1999/5/EC). This equipment meets the following conformance standards:

EN300 328, EN301 489-17, EN60950, EN 60950 1992 2nd Edition (A1-A4, A11) Safety of Information Technology 
Equipment, Including Electrical Business Equipment EN 300 328-1 V1.3.1 (2001-12); EN 300328-2 V1.2.1 (2001-12) 
Electromagnetic compatibility and Radio spectrum Matters (ERM); Wideband Transmission system; data transmission 
equipment operating in the 2.4 Ghz ISM band and using spread spectrum modulation techniques; Part 1: Technical 
characteristics and test conditions; Part 2; Harmonized EN covering essential requirements under article 3.2 of the 
R&TTE Directive.

EN 301 489-1, Aug. 2000; EN 301489-17, Sept. 2000 - Electromagnetic compatibility and radio spectrum matters 
(ERM); electromagnetic compatibility (EMC); standard for radio equipment and services: Part 1: Common technical 
requirements; Part 17: Specific conditions for Wideband Data and Hiperlan equipment.

EN 55 022 Declaration of Conformance

This is to certify that the 108 Mbps Wireless Firewall Router WGT624 is shielded against the generation of radio 
interference in accordance with the application of Council Directive 89/336/EEC, Article 4a. Conformity is declared by 
the application of EN 55 022 Class B (CISPR 22).

Compliance with the applicable regulations is dependent upon the use of shielded cables. It is the responsibility of the 
user to procure the appropriate cables. 

Requirements For Operation in the European Community

Countries of Operation and Conditions of Use in the European Community

The user should run the configuration utility program provided with this product to check the current channel of 
operation and confirm that the device is operating in conformance with the spectrum usage rules for European 
Community countries as described in this section. European standards dictate a maximum radiated transmit power of 
100mW EIRP and a frequency range of 2.400 - 2.4835 Ghz.

Operation Using 2.4 GHz Channels in France

The following radio channel usage limitations apply in France. 

The radio spectrum regulator in France, AutoritŽ de regulation des telecommunications (ART), enforces the following 
rules with respect to use of 2.4GHz spectrum in various locations in France. Please check ART's web site for latest 

This device is a 2.4 GHz low power RF device 
intended for home and office use in EU and EFTA 
member states. In some EU / EFTA member states 
some restrictions may apply. Please contact local 
spectrum management authorities for further details 
before putting this device into operation.
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requirements for use of the 2.4GHz band in France: http://www.art-telecom.fr/eng/index.htm. When operating in France, 
this device may be operated under the following conditions:

Indoors only, using any channel in the 2.4465-2.4835 GHz band.
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BestŠtigung des Herstellers/Importeurs

Es wird hiermit bestŠtigt, da§ das 108 Mbps Wireless Firewall Router WGT624 gemŠ§ der im BMPT-AmtsblVfg 243/
1991 und Vfg 46/1992 aufgefŸhrten Bestimmungen entstšrt ist. Das vorschriftsmŠ§ige Betreiben einiger GerŠte (z.B. 
Testsender) kann jedoch gewissen BeschrŠnkungen unterliegen. Lesen Sie dazu bitte die Anmerkungen in der 
Betriebsanleitung.

Das Bundesamt fŸr Zulassungen in der Telekommunikation wurde davon unterrichtet, da§ dieses GerŠt auf den Markt 
gebracht wurde und es ist berechtigt, die Serie auf die ErfŸllung der Vorschriften hin zu ŸberprŸfen.

Certificate of the Manufacturer/Importer

It is hereby certified that the 108 Mbps Wireless Firewall Router WGT624 has been suppressed in accordance with the 
conditions set out in the BMPT-AmtsblVfg 243/1991 and Vfg 46/1992. The operation of some equipment (for example, 
test transmitters) in accordance with the regulations may, however, be subject to certain restrictions. Please refer to the 
notes in the operating instructions. 

Federal Office for Telecommunications Approvals has been notified of the placing of this equipment on the market 
and has been granted the right to test the series for compliance with the regulations. 

Voluntary Control Council for Interference (VCCI) Statement

This equipment is in the second category (information equipment to be used in a residential area or an adjacent area 
thereto) and conforms to the standards set by the Voluntary Control Council for Interference by Data Processing 
Equipment and Electronic Office Machines aimed at preventing radio interference in such residential areas.

When used near a radio or TV receiver, it may become the cause of radio interference. 

Read instructions for correct handling.

Customer Support

Refer to the Support Information Card that shipped with your 108 Mbps Wireless Firewall Router WGT624.

World Wide Web

NETGEAR maintains a World Wide Web home page that you can access at the universal resource locator (URL)��
http://www.netgear.com. A direct connection to the Internet and a web browser such as Internet Explorer��
or Netscape are required.
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Chapter  4 
Wireless Configuration

This chapter describes how to configure the wireless features of your WGT624 wireless router. In 
planning your wireless network, you should consider the level of security required. You should 
also select the physical placement of your firewall in order to maximize the network speed. For 
further information on wireless networking, refer to in Appendix D, ÒWireless Networking Basics.

Observe Performance, Placemen t, and Range Guidelines

The operating distance or range of your wireless connection can vary significantly based on the 
physical placement of the wireless firewall. The latency, data throughput performance, and 
notebook power consumption of wireless adapters also vary depending on your configuration 
choices.

For best results, place your firewall:

¥ Near the center of the area in which your PCs will operate.

¥ In an elevated location such as a high shelf where the wirelessly connected PCs have 
line-of-sight access (even if through walls).

¥ Away from sources of interference, such as PCs, microwaves, and 2.4 GHz cordless phones.

¥ Away from large metal surfaces.

The time it takes to establish a wireless connection can vary depending on both your security 
settings and placement. WEP connections can take slightly longer to establish. Also, WEP 
encryption can consume more battery power on a notebook PC.

Note: Failure to follow these guidelines can result in significant performance 
degradation or inability to wirelessly connect to the router. For complete range/
performance specifications, please see Appendix A, ÒTechnical Specifications.Ó
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Implement Appropriate Wireless Security 

Unlike wired network data, your wireless data transmissions can be received well beyond your 
walls by anyone with a compatible adapter. For this reason, use the security features of your 
wireless equipment. The WGT624 wireless router provides highly effective security features 
which are covered in detail in this chapter. Deploy the security features appropriate to your needs.

Figure 4-1:  WGT624 wireless data security options

There are several ways you can enhance the security of you wireless network.

¥ Restrict Access Based on MAC address. You can restrict access to only trusted PCs o that 
unknown PCs cannot wirelessly connect to the WGT624. MAC address filtering adds an 
obstacle against unwanted access to your network, but the data broadcast over the wireless link 
is fully exposed. 

¥ Turn Off the Broadcast of the Wireless Network Name SSID. If you disable broadcast of 
the SSID, only devices that have the correct SSID can connect. This nullifies the wireless 
network ÔdiscoveryÕ feature of some products such as Windows XP, but the data is still fully 
exposed to a determined snoop using specialized test equipment like wireless sniffers.

¥ WEP. Wired Equivalent Privacy (WEP) data encryption provides data security. WEP Shared 
Key authentication and WEP data encryption will block all but the most determined 
eavesdropper. 

Note: Indoors, computers can connect over 802.11b/g wireless networks at 
ranges of up to 500 feet. Such distances can allow for others outside of your 
immediate area to access your network.

1) Open System: Easy but no security

2) MAC Access List: No data security

3) WEP: Security but some performance impact

Wireless Data
Security Options

Range: Up to 300 Foot Radius

WGT624
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¥ Turn Off the Wired LAN.  If you disable the wireless LAN, wireless devices cannot 
communicate with the router at all. You might choose to turn off the wireless the LAN when 
you are away and the others in the household all use wired connections.

Understanding Wireless Settings

To configure the Wireless settings of your firewall, click the Wireless link in the main menu of the 
browser interface. The Wireless Settings menu will appear, as shown below.

Figure 4-2:  Wireless Settings menu
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The 802.11b and 802.11g wireless networking protocols are configured in exactly the same 
fashion.

¥ Name (SSID). The SSID is also known as the wireless network name. Enter a value of up to 
32 alphanumeric characters. In a setting where there is more than one wireless network, 
different wireless network names provide a means for separating the traffic. Any device you 
want to participate in a particular wireless network will need to use this SSID for that network. 
The WGT624 default SSID is: NETGEAR.

¥ Region. This field identifies the region where the WGT624 can be used. It may not be legal to 
operate the wireless features of the wireless router in a region other than one of those 
identified in this field.

¥ Channel. This field determines which operating frequency will be used. It should not be 
necessary to change the wireless channel unless you notice interference problems with another 
nearby access point. For more information on the wireless channel frequencies please refer to 
ÒWireless ChannelsÓ on page D-7.

¥ Mode. This field determines which data communications protocol will be used. You can select 
Òg only,Ó 108 Mbps Turbo g only, or Òg and b.Ó Òg onlyÓ dedicates the WGT624 to 
communicating with the higher bandwidth 802.11g wireless devices exclusively. The Òg and 
bÓ mode provides backward compatibility with the slower 802.11b wireless devices while still 
enabling 802.11g communications. The 108 Mbps Turbo mode only works with other 802.11g 
turbo devices that support this turbo mode.

¥ Allow Broadcast of Name (SSID). If you disable broadcast of the SSID, only devices that 
have the correct SSID can connect. Disabling SSID broadcast nullifies the wireless network 
ÔdiscoveryÕ feature of some products such as Windows XP.

¥ Enable Wireless Access Point. If you disable the wireless access point, wireless devices 
cannot connect to the WGT624. 

¥ Wireless Card Access List. When the Trusted PCs Only radio button is selected, the WGT624 
checks the MAC address of the wireless station and only allows connections to PCs identified 
on the trusted PCs list. 
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Understanding WEP Authentication and Encryption

Restricting wireless access to your network prevents intruders from connecting to your network. 
However, the wireless data transmissions are still vulnerable to snooping. Using the WEB data 
encryption settings described below will prevent a determined intruder from eavesdropping on 
your wireless data communications. Also, if you are using the Internet for such activities as 
purchases or banking, those Internet sites use another level of highly secure encryption called SSL. 
You can tell if a web site is using SSL because the web address begins with HTTPS rather than 
HTTP.

Authentication Scheme Selection 

Figure 4-3:  Encryption Strength

The WGT624 lets you select the following wireless authentication schemes. 

¥ Automatic. 

¥ Open System.

¥ Shared key. 

Be sure to set your wireless adapter according to the authentication scheme you choose for the 
WGT624 wireless router. Please refer to ÒAuthentication and WEPÓ on page D-3 for a full 
explanation of each of these options, as defined by the IEEE 802.11 wireless communication 
standard.

Note: The authentication scheme is separate from the data encryption. You can 
choose an authentication scheme which requires a shared key but still leave the 
data transmissions unencrypted. If you require strong security, use both the 
Shared Key and WEP encryption settings.
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Encryption Strength Choices

Choose the encryption strength from the drop-down list. Please refer to ÒOverview of WEP 
ParametersÓ on page D-5 for a full explanation of each of these options, as defined by the IEEE 
802.11 wireless communication standard.

¥ Disable. No encryption will be applied. This setting is useful for troubleshooting your wireless 
connection, but leaves your wireless data fully exposed.

¥ 64-bit or 128-bit WEP. When 64-bit or 128-bit is selected, WEP encryption will be applied. 

If WEP is enabled, you can manually or automatically program the four data encryption keys. 
These values must be identical on all PCs and access points in your network.

There are two methods for creating WEP encryption keys:

¥ Passphrase. Enter a word or group of printable characters in the Passphrase box and click the 
Generate button. These characters are case sensitive.

¥ Manual. For 64-bit WEP, enter 10 hexadecimal digits (any combination of 0-9, a-f, or A-F). 
For 128-bit WEP, enter 26 hexadecimal digits (any combination of 0-9, a-f, or A-F). These 
values are not case sensitive.

Default Factory Settings

When you first receive your WGT624, the default factory settings are shown below. You can 
restore these defaults with the Factory Default Restore button on the rear panel. After you install 
the WGT624 wireless router, use the procedures below to customize any of the settings to better 
meet your networking needs.

FEATURE DEFAULT FACTORY SETTINGS

Wireless Access Point Enabled

Wireless Access List (MAC Filtering) All wireless stations allowed

SSID broadcast Enabled

SSID NETGEAR

11b/g RF Channel 11

Mode g and b

Authentication Type Open System

WEP Disabled
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Before You Change the SSID and WEP Settings

Before customizing your wireless settings, print this form and record the following information. If 
your working with an existing wireless network, the person who set up or is responsible for the 
network will be able to provide this information. Otherwise, you will choose the settings for your 
wireless network. Either way, record the settings for your wireless network in the spaces below.

¥ Network Name (SSID): The Service Set Identification (SSID), called the wireless 
network name in Windows XP, identifies the wireless network. You may use up to 32 
alphanumeric characters. Record your customized SSID on the line below. 

Name (SSID):

Note: The SSID in the wireless router is the SSID you configure in the wireless adapter 
card. For the access point and wireless nodes to communicate with each other, all must be 
configured with the same SSID.

¥ Authentication. The authentication setting, ÒOpen SystemÓ or ÒShared Key,Ó is unrelated 
to encryption of transmissions. The two bands can use different authentication settings. 
Choose ÒShared KeyÓ for more security, circle one: Open System or Shared Key

Note: If you select shared key, the other devices in the network will not connect unless 
they are set to Shared Key as well.

¥ WEP Encryption Strength. Choose the key size. Circle one: 64 or 128 bits.

¥ WEP Encryption Keys. The WGT624 provides two methods for creating WEP 
encryption keys:

Ð Passphrase.  Enter a word or group of printable 
characters. These characters are case sensitive. When you enter the Passphrase and 
click the Generate button on the WGT624, the keys will be generated.

Ð Manual. For 64-bit WEP, enter 10 hexadecimal digits (any combination of 0-9 or a-f). 
These values are not case sensitive. For 128-bit WEP, enter 26 hexadecimal digits.

Whichever method you use, record the key values in the spaces below.

Key 1:  

Key 2:  

Key 3:  

Key 4:  

Use the procedures described in the following sections to configure the WGT624. Store this 
information in a safe place.
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How to Set Up and Test B asic Wireless Connectivity

Follow the instructions below to set up and test basic wireless connectivity. Once you have 
established basic wireless connectivity, you can enable security settings appropriate to your needs.

1. Log in to the WGT624 firewall at its default LAN address of http://192.168.0.1 with its default 
user name of admin and default password of password, or using whatever LAN address and 
password you have set up.

2. Click the Wireless Settings link in the main menu of the WGT624 firewall.

Figure 4-4:  Wireless Settings menu

3. Choose a suitable descriptive name for the wireless network name (SSID). In the SSID box, 
enter a value of up to 32 alphanumeric characters. The default SSID is NETGEAR.

Note: The SSID of any wireless access adapters must match the SSID you configure in the 
108 Mbps Wireless Firewall Router WGT624. If they do not match, you will not get a wireless 
connection to the WGT624.

4. Set the Region. Select the region in which the wireless interface will operate. 

5. Set the Channel. The default channel is 11.

This field determines which operating frequency will be used. It should not be necessary to 
change the wireless channel unless you notice interference problems with another nearby 
wireless router or access point. Select a channel that is not being used by any other wireless 
networks within several hundred feet of your firewall. For more information on the wireless 
channel frequencies please refer to ÒWireless ChannelsÓ on page D-7. 

6. For initial configuration and test, leave the Wireless Card Access List set to ÒEveryoneÓ and 
the Encryption Strength set to ÒDisabled.Ó 

7. Click Apply to save your changes.
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8. Configure and test your PCs for wireless connectivity.

Program the wireless adapter of your PCs to have the same SSID and channel that you 
configured in the router. Check that they have a wireless link and are able to obtain an IP 
address by DHCP from the firewall.

Once your PCs have basic wireless connectivity to the firewall, then you can configure the 
advanced wireless security functions of the firewall.

How to Restrict Wirele ss Access by MAC Address

To restrict access based on MAC addresses, follow these steps:

1. Log in to the WGT624 firewall at its default LAN address of http://192.168.0.1 with its default 
user name of admin and default password of password, or using whatever LAN address and 
password you have set up.

2. Click the Wireless Settings link in the main menu of the WGT624 firewall.

Note: If you are configuring the firewall from a wireless PC and you change the 
firewallÕs SSID, channel, or security settings, you will lose your wireless connection 
when you click on Apply. You must then change the wireless settings of your PC to 
match the firewallÕs new settings.

Note: When configuring the firewall from a wireless PC whose MAC address is not in 
the Trusted PC list, if you select Turn Access Control On, you will lose your wireless 
connection when you click on Apply. You must then access the wireless router from a 
wired PC or from a wireless PC which is on the access control list to make any further 
changes.
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3. From the Wireless Settings menu, click the Setup Access List button to display the Wireless 
Access menu shown below.

Figure 4-5:  Wireless Card Access List Setup

4. Click Add to add a wireless device to the wireless access control list. The Available Wireless 
Cards list displays.

5. Click the Turn Access Control On check box.

6. Then, either select from the list of available wireless cards the WGT624 has found in your 
area, or enter the MAC address and device name for a device you plan to use. You can usually 
find the MAC address printed on the wireless adapter.

Note: You can copy and paste the MAC addresses from the firewallÕs Attached Devices menu 
into the MAC Address box of this menu. To do this, configure each wireless PC to obtain a 
wireless link to the firewall. The PC should then appear in the Attached Devices menu.

7. Click Add to add this wireless device to the Wireless Card Access List. The screen changes 
back to the list screen. Repeat these steps for each additional device you wish to add to the list.

8. Be sure to click Apply to save your wireless access control list settings.

Now, only devices on this list will be allowed to wirelessly connect to the WGT624.
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How to Configure WEP

To configure WEP data encryption, follow these steps:

1. Log in to the WGT624 firewall at its default LAN address of http://192.168.0.1 with its default 
user name of admin and default password of password, or using whatever LAN address and 
password you have set up.

2. Click the Wireless Settings link in the main menu of the WGT624 firewall. 

3. From the Security Encryption menu drop-down list, select the WEP encryption strength you 
will use.

Figure 4-6. Wireless Settings encryption menu

4. You can manually or automatically program the four data encryption keys. These values must 
be identical on all PCs and Access Points in your network.

¥ Automatic - Enter a word or group of printable characters in the Passphrase box and click 
the Generate button. The four key boxes will be automatically populated with key values.

¥ Manual - Enter ten hexadecimal digits (any combination of 0-9, a-f, or A-F)��
Select which of the four keys will be active.

Please refer to ÒOverview of WEP ParametersÓ on page D-5 for a full explanation of each of 
these options, as defined by the IEEE 802.11 wireless communication standard.

5. Click Apply to save your settings.

Note: If you use a wireless PC configure WEP settings, you will be disconnected when 
you click on Apply. You must then either configure your wireless adapter to match the 
wireless router WEP settings or access the wireless router from a wired PC to make any 
further changes.
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